IIpunoxenne Nel. IlamsiTka 1u1s1 o0y4yarommxcsi 00 MHGpOPMAIHOHHOM 0€30MACHOCTH AeTeH

HEJIb341
1. Bcem moapsim cooOmarh CBOK YacTHYIO HHGpOpMaNuio (HacTosmme ums, (haMUIInIo,
TenedoH, apec, HoMep IIKOJIbI, a Takke GoTorpadguu CBOU, CBOCH CEMBH U JIPYy3eH);
2. OTKpbIBaTh BIOKEHHbIE (hailsibl 3JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACIIb OTIPAaBUTEII,
3. I'pyOuTtsh, mpuaupaThCs, OKa3bIBaTh NABICHNUE — BECTH CE0s1 HEBEXKIIMBO U arpecCUBHO;
4. He pacnopspkaiicss JeHbraMH TBOEW ceMbH 0€3 pa3pelieHusi CTapliuX — Bcerjaa
CIIpallMBai pOAUTENEH;
5. He Bcrpeuaiicss ¢ HHTepHET-3HAKOMBIMH B pPEAJIbHOW JKH3HU - IIOCOBETYHCS CO
B3pOCIBIM, KOTOPOMY JIOBEPSICIIb.
OCTOPOXHO
1. He Bce numyt npaBay. Uuraeums o cebe Henpasay B MHTepHeTe — coobmu 00 3TOM
CBOMM POJIUTEIISIM HIIM ONIEKyHaM,
2. IlpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCSA — MPOBEPb, HET JIM MOJIBOXA;
3. HesakonHoe xonmpoBaHue (aitnoB B MIHTEpHETE — BOPOBCTBO;
4. Bcerna pacckasbiBaii B3pOCIbIM O TpoOJieMax B CETH — OHU BCErJa MOMOTYT;
5. Hcnonp3yii HacTpoikuM O€30MAaCHOCTH W NPUBATHOCTH, 4YTOOBI HE TIOTEPATH CBOU
AKKayYHTBI B COIICETAX M JIPYTHX MOpTalax.
MOXHO
1. VBaxail npyrux mnosb3oBaresei;
2. Tlonb3yemibcss THTEpHET-UCTOYHUKOM — JIeJIail CChUIKY Ha HETO;
3. OTKpBIBail TONBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;
4. OOmaThcs 3a MOMOIIBIO B3POCIBIM — POJUTENIH, ONEKYHbl M aJMUHUCTpAIMs CaWTOB
BCET/Ia TIOMOT'YT;
5. Ilpoiiau oOyuenue Ha caiite «CeTEeBUYOK» U MOJTYyYH MAcopT HU(POBOTo rpax aHuHA!




Ipunoxenne Ne2. UndpopmannoHHasi NaMATKA IS 00yYAOIIUXCS /151 pa3MellleHus Ha
opunuanbubix UHTEpHET-pecypcax

C KaXIpIM TOJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCA OOJbINE, CTYICHTHI OIHHU W3
CaMbIX AaKTUBHBIX ITOJb30BaTenel PyHera. Mexay TeMm, MOMHUMO OTrPOMHOIO KOJIHUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECeT M MpoOJeMbl. DTa MmaMsATKa JI0JDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHLCS B CETH.

Komnviomepnvie eupycoi

KoMmmprloTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTh  KOMIBIOTEPHBIX  IHPOTPAMM,
OTJIMYUTEILHON OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTh K  pa3MHOXKeHHIo. B
JIOTIOJIHEHWE K ATOMY, BUPYChl MOT'YT MOBPEAUTH WM IOJHOCTbIO YHHUYTOXHUTHb Bce (aiyibl U
JaHHbIE, MOJKOHTPOJbHBIE MOJI30BATENI0, OT UMEHHU KOTOPOro Oblia 3allylleHa 3apaxEHHas
IporpaMma, a TakKe MOBPEIUTh WM JaKE€ YHUUYTOXHUTb ONEPALMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 11en1oM. B 601bIIMHCTBE Clly4aeB pacipOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTPaMM:

1. HUcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

2. TlocrostHHO ycTaHaBiMBail mauTé (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LIEJbI0 JAOPA0OTKU MPOrpaMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMoHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OPUITMAIILHOTO caiiTa pa3padoTdnka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTH4YE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE TIOJ] TPaBaMU IOJIL30BATENs, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJUT OOJBLUIMHCTBY BPEAOHOCHBIX MPOrpaMM HMHCTAJIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBMPYCHBIE MPOTrPaMMHbBIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3HUECKUI JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIHIL;

6. Hcnonp3yii BHEIIHNME HOCUTENN HH(DOpMAINK, TaKue Kak (hiemka, TMcK win (air u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailsibl, MOJyYEHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e (ailnbl, KOTOpble HpUCIad TBOM 3HaKOMbIM. Jlydme yTrouyHu y Hero,
OTIIPaBJISUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepenadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hayano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamlero BpeMeHM Jolia Apyras aOOpeBHaTypa, KOTOpas SBISETCA TaKOM XKe
TexHoyoruei. 9to abbpeBuarypa «Wi-Fiy. Takoe Ha3BaHue ObUIO 1TaHO C HAMEKOM Ha CTaHIapT
BbICIINI 3BYyKOBOM TexHuKH Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAsI TOUHOCTHY.

Jla, GecrimaTHBI MHTEPHET-IOCTYI B Kade, OTeNsAX M a’pomnopTax SBISETCS OTIWYHOMN
BO3MOXKHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCIEepPTHl CYUTAIOT, YTO 00mIe1ocTynHble Wi-

Fi cetu He sgBIArOTCS O0E€30IIaCHBIMU.

Cogertsl 110 Ge30macHOCTH paboTe B 00IIeJ0CTYMHBIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuunHyro uHpopMaiuio uepe3 obmenoctynueie Wi-Fi certu.
PaGoras B HuX, XenareiabHO HE BBOAWUTH MapoJU JOCTYMa, JOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 0OOHOBISAN aHTUBUPYCHBIE MPOTrpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib ceds OT 3aKaYyKu BUPYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuio «OO0mmit goctyn K Qaitiam u
npuntepam». JlanHas (QYHKIUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa HCIIONb30BaHUS B paboTe wiu yueoe;

He ucnone3yit myOmmunsiii WI-FI nns mepenaum AM4YHBIX JAHHBIX, HAIPUMEpP JUISA
BBIXOJIa B COI[HAJIbHBIE CETU WM B JIEKTPOHHYIO MIOUTY;

Nnonb3yit Tonpko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ve HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOwnepHOM Tenepone ortkimoun QyHkuuio  «[lomkirouenne k- Wi-Fi
aBTOMaTUyecku». He momyckaili aBTOMaTH4ECKOTr0 MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

Couuaﬂbele cemu

CoumasnbHble CEeTH aKTHBHO BXOJST B HAlIy JKU3Hb, MHOTHE JIFOJU PaOOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»xe 3apeructpupoBaH MUIUIMAp] Y€IOBEK, YTO SBISETCS OJHOU
CeIbMOIl BCEX JKUTeNeH IuraHeTsl. MHOTHE TOJbh30BATENM HE MOHUMAIOT, YTO HH(OpMAIus,
pasMelleHHas UIMU B COLIMAIbHBIX CETAX, MOXKET OBbITh HalJIeHa U MCII0JIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ O1aruMy HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI IO O€30MaCHOCTH B COIUAJIbHBIX CCTAX:

1.

2.

Orpanuub COUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amumiail cBOW 4YacTHYIO kH3Hb. He ykasbpiBail maponu, TenedoHsbl, aapeca, naTy
TBOETO POXICHUS W APYTYIO JUYHYIO HWH(OpMaIuoo. 3IT0yMBIITUICHHUKH MOTYT
WCIOJIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETE
MPOBECTU KAHUKYJIBI;

3amuiiaii CBOI penyTaluio - IepKHU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JAPYTHe MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxkaemb? [lomymai, npexnae
94eM YTO-TO OMYyOJIMKOBATh, HAMMCATh U 3arPY3UTh;

Ecau ThI TOBOpHIIB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3yl CBOE PeallbHOE
UMs U JIPYTyI0 JUYHYI0 WHGOpPMAIMU: MMs, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npouee;

N3zberaii pazmemienus ¢ororpaduii B UHTEpHETE, e ThI M300paKeH HA MECTHOCTH,
10 KOTOPOI MOKHO OTIPEIETUTH TBOE MECTOIOJIOKEHNUE;

[Tpu peructpaiuu B CONUATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TTAPOIIH,
cocrosyre u3 OyKB U UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

Jljis conManbHOM CeTH, MOUTHI U APYTUX CaWTOB HEOOXOAWMO HCIOIH30BATh Pa3HbBIE
naposii. Torga ecnu Te0st B3JIOMArOT, TO 3J0YMBIIIUICHHHKH TIOJy4aT JOCTYI TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle 0eHbeu

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb yIOOHBIH crocol IiaTrexen, 0OHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

QHGKTpOHHBIe JCHBI' IIOABHIIMCH COBCEM HC€IAaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CUX IMOP HEC NPOMNHUCAHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHUX YXKe MPOMHMCAHO B 3aKOHE, TIe HX
pa3lensioT Ha HECKOJIbKO BHMJIOB — aHOHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAMUTH omepauuu 0e3 uAeHTU(UKAIUU
M0JIb30BATENsl, & B HEAHOHUMHBIX WICHTU(DUKAIINH MTOJIB30BATENIS SIBISICTCS 00S3aTSIILHOM.

Taxoke cnenyer pa3nuyarh INMEKTPOHHBIE (DUATHBIE JEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJlIOTaM).

OcHOBHBIE COBETHI 110 0€30I1aCHOMN paboTe ¢ 3IEKTPOHHBIMU J€HbIraMHU:

1. TlpuBsku K c4eTy MOOMJIBHBINA TenedoH. DTO caMblil YAOOHBIH U OBICTPBINA CIIOCOO
BOCCTAHOBUTB JOCTYHN K cueTy. IIpuBsi3aHHBIA TenedoH MOMOXET, eciau 3alyelb
CBOU IUIATEKHBIN MapoJib WK 3alJEIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonw3yih omgHopa3zoBble mapoiu. [locie mepexoja Ha YCHIIEHHYIO aBTOPH3ALMIO
Tebe yxKe He OyIeT yrpokaTh ONACHOCTh KPaKH WIIM TIEpeXBaTa IJIaTeKHOTO IapoJs;

3. Bribepu cnoxublii maposib. [IpecTynHukam OyAeT He MPOCTO yrajaTh CIOXHBIN
napoib. HaznexHsle mapoiaym — 3TO Mapoiiu, KOTOPbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPONKMCHBIE OYKBBI, HIU(PBI U HECKOIBKO CUMBOJIOB,
TaKWe KaK 3HaK J1ojuiapa, GyHTa, BOCKIMIATEIbHbIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbIE JAHHBIE HA caliTaX, KOTOPHIM HE JOBEPSELIb.

9ﬂ€Kmp0HHaﬂ noima

DJEeKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U IIPEIOCTaBIISIEMbIE €10 YCIYTH 0 MEPEChIIKE U
MOJIyYEHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE DPACIPEAESIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ DNEKTPOHHBIM  MOYTOBBIM  SIMIMK  BBIVIAOUT  CIHEAYIOUIMM  00paszoMm:
UMs_TIOJb30BaTeNA(@HUMsI_JIOMeHa. Takxke KpoMme TMepeAadyd IMpPOoCTOro TEeKCTa, HMeeTcs
BO3MOKHOCTb IepeiaBaTh (paitibl.

OcHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ INMEKTPOHHON TOUYTOIM:

1. Hapno BeIOpaTh mpaBUIBHBIN NOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
O€eCIUTaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4llle JOBEPSTh TEM, KOIO 3HAaellb U KTO
IIEPBBII B PEUTHHIE;

2. He ykaspiBail B TUYHOM moure JUYHYIO HH(popmanuioo. Hampumep, mydmie BbIOpaTh
«MY3BIKATBHBIA _(hanaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yii ABYX3TaHYIO aBTOPU3AIMIO. DTO KOT/Ia TOMUMO MapoJisi HY>)KHO BBOJHUTH
KO/JI, MpUChIIaeMbIii 10 SMS;

4. BoiOepu cioxHBIM maposb. [ KaXAOro MOYTOBOIO SIIHMKA JOJDKEH OBITh CBOM
HAaJIeKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamMcaTh CaMOMY CBOM JIMYHBIM BONPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. HMcnonp3yld HECKOJBKO MOYTOBBIX SIIUKOB. IlepBbIi A7 YaCTHOM MNEPEenucKu c
ajgpecaraMM, KOTOpPbIM Tbl JOBEpsElIb. OJTO JJIEKTPOHHBIA aapec He Haao
MCIOJIb30BATh MPU PETUCTPAIIMH HA pOopyMax U caifTax;

7. He otkpbiBaii ¢aisibl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPHUILIH OT
TBOMX Jpy3el. JIyuiie yTouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3Tu (ailibl;

8. Ilocne okoH4aHusi pabOTHI HAa MOYTOBOM CEPBHUCE IEPE] 3aKPHITUEM BKIAAKH C
caiiToM He 3a0yab HAKATh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymamuar — mpeciegoBaHUE COOOIICHUSMH, COJEP)KAIIUMH OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOHKOTHPOBAHUE C MOMOIIBIO PA3IUUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. Jlyummii cioco0: MOCOBETOBATHCS KAk ceOs BECTH M, €CIU HET

TOTO, K KOMY MOXHO OOpaTUThCS, TO BHayalle yCIOKOUThCSA. Eciu Thl HauHelIb

OTBEUYaTh OCKOPOJCHHSMH Ha OCKOPOJICHUS, TO TOJIBKO eIie OOJbIIe Pa30iKKellb

KOH()JIUKT;

VYnpasisii cBoeil kubeppenyramuei;

3. AHOHUMHOCTH B ceTh MHHMMAas. CyIIECTBYIOT CIOCOOBI BBISCHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIUTaHCKHUI 00pa3 BUPTyalbHOU >KU3HU. IHTEpHET PUKCUPYET BCE

TBOM JICWCTBHS U COXPAHSCT UX. Y AAIUTh UX OYIET KpallHEe 3aTPYAHUTEILHO;

Cobmroait CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupydi enuHWYHBIM HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMU, B COLIMATIBHBIX
CeTSIX €CThb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUI C OMpeaeseHHbIX
a/IpecoB;

8. Ecmm Tt1b1 cBuumerens kubOepOymnuHra. TBou AeMcTBHS: BBICTYNUTh MPOTHB
npecieaoBarensi, MOKa3aTh €My, YTO €ro JeHCTBUS OLIEHUBAIOTCA HETraTUBHO,
NOJIEP)KaTh KEPTBY, KOTOPOHl Hy)KHa ICHXOJOTHYECKas MOMOIb, COOOIIMUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

N

o

Mobunvusiit meneghon

CoBpeMeHHble CcMapT(hOHBI W TUIAHIIETHI COAEpXKaT B ceOe BIIOJIHE B3POCHBIN
GbyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3aUTHI I TOJ00HBIX YCTPOMCTB MOKAa O4Y€Hb Majio. TecTUpOoBaHHE U MOUCK
YS3BUMOCTEM B HMX MPOUCXOAMT HE TaKk MHTeHCHBHO, Kak miusa IIK, To ke camoe kacaercs u
MOOWMIIBHBIX MPUITOKECHHM.

COBpeMeHHBIe MOOMJILHBIE 6pay3epLI YKE€ MPAKTUYCCKH JOTHAJIM HACTOJIBHBIC aHaJIOr'u,
OIHAaKO pacHIupCHUC (I)yHKLII/IOHaJ'Ia BIIEUET 3a COO0OM 6OJ'IBI_LIy}O CJIO)KHOCTb M MCHBIIYIO
3alIUIICHHOCTD.

Hanexo HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT 06HOB.]'IGHI/I${, 3aKpPBIBAOIIUE KPUTUUYCCKUEC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /151 0€30MaCHOCTH MOOMIIBHOTO TeaedoHa:

1. Huuero He sBnsieTcs MO-HAcToseMy OecriaTHBIM. byab ocTopokeH, Belb Korja
Tebe mpesaraloT OecIUlaTHBI KOHTEHT, B HEM MOTYT OBbIThb CKPBITHI KaKHe-TO
IUTaTHBIE YCIIYTH;

2. Jlymaii, npexne yem otnpaButb SMS, ¢oro mnu Buneo. Thl TOUHO 3HACIIb, T1I€ OHU

OyIyT B KOHEYHOM UTOTE?

Heo6x0a1Mo 00HOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI 71 MOOHMIIBHBIX TeJIe(OHOB;

w
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5. He 3arpyxaii puIoKeHHsI OT HEU3BECTHOTO UCTOYHHUKA, BEllb OHU MOTYT COICPKATh
BPEIOHOCHOE MPOTrpaMMHOe 00eCrieUeHUE;

6. Ilocne Toro kak Thl BBIHCIIL C CaliTa, IJIe BBOAWI JHYHYIO WH(POpPMAILNIO, 32l B

HaCTpPOUMKHU Opay3epa u ynainu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHbIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcss. He 3a0biBait
WHOTJIa MIPOBEPATH ITO.

.

Online uepoi

COBpeMeHHHG OHHaﬁH-HFpLI — OTO KpaCOYHBIC, 3aXBaThIBAKOIIMUC Pa3BJIICUCHUA,
06’56,[[I/IHSIIOH_II/IC COTHHU TbICAY YCJIOBCK IIO BCEMY MHDY. I/IrpOKI/I HCCIICAYIOT I[aHHLIﬁ UM MHD,
06HIaIOTC$I ApYyTr C APYroM, BBIIIOJHAIOT 3aJaHUsd, CPAKAIOTCA C MOHCTPAMH U ITOJYYAIOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IUIATAT: IMOKYIAKOT AUCK, OIIAYUBAKOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexctBa MayT Ha INOJACpKAHUME W Ppa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl AaBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aMIaTKA JIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX urpax CTOUT OIacaTbCsd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXXH
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alIUH OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI M0 O€30MAaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroii urpok BeseT cedst III0X0 WIK CO3JaeT Te0e HEMPUATHOCTH, 3a0I0KUpYH
€r0 B CIIMCKE UTPOKOB;

[Toxamyiics aIMMHHCTpAaTOpaM MIPbl Ha IJJIOXOE€ IIOBEAEHUE JOTOr0 HIPOKa,
JKEJIaTeIbHO IPUIIOKUTH KAKHE-TO JOKA3aTeNbCTBA B BUJIE CKPHHOB;

He ykaspiBail nuunyto nHpopmMaiuio B podaiise urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIEe TATYH U MOJIBI;

Hcnonb3yi ClI0KHBIE U pa3HbIE 1apOJIH;

Jlaxxe BO BpeMsi UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

=
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Duriune unu Kpaosica Tu4HblX OQHHbIX

OOBIYHOM Kpameﬁ ACHCT U OJOKYMCHTOB CCETOIAHS YK€ HHUKOI'O HE YJII/IBI/IfI_HB, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNIEPEMCECTUIINCE B HHTCPHET, H
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILEJb
KOTOPOTO COCTOMT B TIOJIyY€HUH KOH(WICHIIMAIBHBIX JAaHHBIX IOJIb30BATEIe — JIOTHHOB U
naposieii. Ha anrnmiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI IO OOPHOE ¢ PUITHHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimu Thl mojmo3peBaellb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOIIUTH aJIMHHHCTPATOPaM
pecypca 00 3TOM Kak MOYKHO CKOpEE;
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2. HWcmonp3yii Oe3omacHble BeO-CATBl, B TOM YHCIE, WHTEPHET-MarasmHOB U
ITOMCKOBBIX CUCTEM;

3. Hcnonp3yii ciokHBIE M pa3HbIe Mapoid. TakuMm o0pa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH T1OJIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO MpPEIyHpEeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE 0OaBIIEHBI Y T€0s B APY3bsiX, O TOM, UYTO TeOsl B3JIOMAJIM U, BO3MOXKHO, OT

TBOET0 UMEHM OYZET PacChlIaThCs CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAMTHI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHEIH TenedoH;

OTkIr0uM cOXpaHEeHue naposst B Opaysepe;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHHUS B MUCbMAax JakKe €CIM OHMU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

T

Lughposas penymayus

[Mudposas pemyranus - TO HEraTUBHAs WM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromas: uHGOpManus pa3MelieHHass B UHTEPHETE MOXKET CEPbhEe3HBIM 00pa3zoMm
OTpa3suTbCs Ha TBOEH peanbHOM xu3HuU. «LludpoBas penyranus» - 3T0 TBOH UMUK, KOTOPBIH
(dopMmupyercs u3 uHGopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJIpoCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJIMKalUy JTUYHOM MH(pOpMaluu B
WnTepHeTre, HE MOHMMAasi BO3MOXKHBIX MOCIEACTBUI. Thl 1axe HE CMOXKEIIb J0ralaTthbCs O TOM,
4To (poTorpadus, pazmelnieHHas S5 JeT Ha3al, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduit u apyrue JeicTBHS MOTYT He
WCYE3HYTh JaXe IIOCJII€ TOro, Kak Thl MX YyJaldulllb. [l HE 3Haellb, KTO COXPAHWI 3Ty
UH(OpPMalKIO, ToMNaia JU OHA B MOMCKOBBIE CUCTEMbI M COXpAHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMaloT 0 TeOe OKpYXKarollee JII0AU, KOTOpble HaayT U yBUAAT 3T0. Halitu nndopmanuio
MHOTO JIET CHYCTS CMOXeT Jr000i — Kak M3 J0OphIX MOOYXIEHHH, Tak U C HaMepeHHeM
HPUYUHUTH BpeJ. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEMyTALNU:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJUMKOBaTh M MepeaaBaTh y celOs B OJiore WM B
COITMAJILHOM CETH;

2. B Hactpoiikax mpoduis yCTAaHOBU OTPaHUYEHHUSI HAa TPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETal €ro TOJBKO «JIJIs IPY3€ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOTr0-TM00 OCKOPOISATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE CTYJEHTHI — aKTUBHBIE MMOJIB30BaTENN ITU(POBOTO MpocTpancTBa. OaHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJh30BAHUE MHOTUMH BO3MOKHOCTSIMH IH(PPOBOTO MHpa TpeOyer
cOOJTI0ICHHSI TIPAaB HA MHTEJUICKTYAIbHYIO COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHasi COOCTBEHHOCTB» OTHOCHUTCS K PAa3JIMYHBIM TBOPCHHUSAM
YeIIOBEYEeCKOr0 yMa, HauWHasi C HOBBIX M300PETEHU M 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh
Ha TMPOIYKTHI M YCIAYTd, W 3aKaH4YMBas KHUramMu, (ororpadusmMu, KHHOPWIBMAMUA W
MY3BIKQJIbHBIMU POU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO IPaBa HA MUHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha IPOM3BEACHUS
HayKH, JIMTEPATYPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BHICTYIAIOT B KaU€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, AACT €My CIpPaBEUINBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOAUTH €ro POU3BEICHHUE, PACIIPOCTPAHSATS,
nyOJIMYHO JIEMOHCTPUPOBATh, IPOJAaBaTh, HWMIOPTHPOBATH, IyCKaTb B IIPOKAT, IYOJUYHO
UCTIOJIHATD, I0KA3bIBATh/UCIOIHAT B 3(Hpe UK pasmewiaTts B IHTepHeTe.

Hcnonw3oBanue «IHUPATCKOTO» IMPOTrpaMMHOI'O oOecIreyeHnss MOXKeET MMPUBCCTHU K MHOI'UM
pUucCkamM: OT HOTCPHU HAHHBIX K TBOUM dKKayHTaM 10 6JIOKI/IpOBKI/I TBOCTO yCTpOfICTBa, rac
YCTaHOBHCHHBIﬁ HC JICrajibHas IIporpamMma. He croutr Ttakxe 336BIBaTB, 4YTO CYHIECTBYCT
JIeTaJIbHEIC U OeCIIaTHBIC ImporpamMmmal, KOTOPBIC MOYKHO HAlTH B CETH.

O nopmane

CereBn4ok.p) — TBOH TJIABHBI COBETYMK B CETH. 3/€Ch THl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, & MPU BO3HUKHOBEHUU KPUTUYECKOU
CUTyallid OOpaTUTHCA 3a COBETOM. A TaKXe MPHUHATh y4acTHE B KOHKypCcax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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